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4.1 Information Needs Analysis 

 

In order to define the desired MCS information management environment (target), we needed a 

thorough understanding of fisheries MCS activities (business processes) and data required by and 

generated by these activities. Our approach to understanding these activities and identifying the data 

needs included: 

 

• Consultations with relevant staff within national agencies that carry out MCS activities, 

including completing a specific questionnaire; 

• Consultations with regional organisations involved in various aspects of MCS, in particular 

FFA, WCPFC and SPC; 

• Consultations with other team members from Projects One, Two, Four and Five; 

• Analysis of various MCS related systems and databases used within the region (FFA VMS, FFA 

CDR, WCPFC RFV, TUFMAN, FFA E-Ops, and others). 

4.1.1 Data Modelling Methodology 

To analyse and document information needs, Project Three applied the industry standard ‘Entity-

Relationship’ data modelling methodology (E-R). The main output of this methodology is the 

statement of data and information needs represented through two main instruments: 

 

• Entity-Relationship Diagrams 

• Data Dictionary 

 

Brief definitions of these two concepts are provided below. 

4.1.1.1  Brief Definition of E-R Diagrams 

An Entity-Relationship Diagram (ERD) is a structured graphical representation of the types (or classes) 

of data required in support of a certain business function. These data classes are called ‘entities’. In 

addition to depicting entities, an ERD shows the natural links that exist between entities. Such links 

are called ‘relationships’ and are important to include in the model since they capture various 

business rules. For example, a relationship exists between the VESSEL and VESSEL TRIP entities that 

can be expressed as: ‘one vessel can undertake one or more vessel (fishing) trips’. The same 

relationship can also be interpreted from the opposite direction as: ‘each vessel trip, from its start to 

the end, is the fishing trip of a specific single vessel’.  

 

Data models can be defined with different level of detail. For example, for the same business 

process, both a ‘high-level’ (conceptual) model, and a detailed (‘normalised’) model can be 

developed. In general, the purpose of a conceptual model is to communicate the ‘big picture’ of 

information needs, while the purpose of the normalised (much more detailed) model is to provide 

the basis for the design of the required database. This can be likened to architect’s drawings vs. the 

detailed construction blueprints. 

 

Appropriate for the scope of this project, the models developed here are the conceptual data 

models. 

4.1.1.2  Brief Definition of Data Dictionaries 

In simple terms, a ‘data dictionary’ is a list that includes the names and definitions of all entities 

identified within a particular data model. It is very important to assign correct, unambiguous and 

meaningful names to data entities. In addition, each entity should include an adequate definition. 

Well defined entity names and definitions will capture business concepts and terminology and will 

greatly enhance the communication and common understanding between stakeholders (business 

users, designers, etc.) plus encourage consistency across related systems. 
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4.1.2 Data Models by Key MCS Components 

There is a total of 62 entities defined. To present all of them on a single E-R diagram is not practical 

since such a diagram will hardly be readable. A standard solution for maintaining simplicity and 

clarity even with large models is to break them into component models by ‘subject areas’. A subject 

area generally represents a set of related business functions, and in our case, this translates into data 

models by the ten MCS components identified by the Compliance Review (Project Two): 

 

1. Licensing; 

2. Vessel Monitoring System; 

3. Observer Schemes; 

4. Vessel Records and Authorisations to Fish; 

5. Port Inspections; 

6. Prosecutions; 

7. Boarding and Inspection and At Sea Patrols; 

8. MCS Coordination, Data Verification and Sharing; 

9. Aerial Surveillance; 

10. Legislation, Regulations and Management Plans. 

 

A total of nine E-R diagrams are provided below. ‘Surface Patrols and Aerial Surveillance’ diagram 

combines two MCS components with similar information needs. ‘Vessel Trip Reporting’ diagram is a 

companion diagram for the Licensing component and provides an overview of vessel logsheet and 

other trip related reporting requirements. The final diagram ‘Compliance History and Compliance 

Index’ is not a direct representation of any particular MCS component; it represents some critical 

information needs that cut across all components, such as the need for a comprehensive history of 

compliance for vessels, vessel masters and owner/operators. This information is one of the key 

elements of the proposed MCS Regional Information Management Facility and is also directly related 

to the MCS component ‘Data and MCS Coordination’. Finally, the ‘Legislation, Regulations and 

Management Plans’ is an MCS component with a quite specific nature and focus and does not lend 

itself to the same approach to data and information management as the other nine components. The 

type of support for this component will mostly be of an administrative nature, such as applying 

‘document management systems’. Consequently, within the scope of this report, there is no data 

model diagram for this component. 

 

A useful convention is applied on diagrams with respect to ‘colour coding’ of entities. Each subject 

area (MCS component) has its ‘primary’ colour which is used for entities that are intrinsic to this 

area. An entity is regarded as intrinsic to a subject area if it is created and maintained by processes 

within this area. The following table specifies the primary colour for each diagram. 

 

E-R Diagram Primary colour Sample entity with this colour 

Licensing  VESSEL 

Vessel Monitoring System  VMS VESSEL POSITION 

Observer Schemes  OBSERVER 

Vessel Record and Authorisation to Fish  *same primary colour as Licensing 

Port Controls and Monitoring  INSPECTION REPORT 

Prosecutions  VIOLATION 

At Sea Patrols and Aerial Surveillance  SURVEILLANCE OPERATION 

Vessel Trip Reporting  VESSEL TRIP 

Compliance History and Compliance Index (CI)  COMPLIANCE HISTORY RECORD 

*Standard Reference Entities found on all ERD’s  COUNTRY 

 

  



 3 

4.1.2.1  Licensing 

coastal state issuing

issued by

is recorded as
has primary

is the current master of

is the current operator of

is classified as

may require

is issued with

issued with consideration to

LICENCE

A permit issued to an individual 

fishing Vessel by a country allowing it 

to fish in its EEZ. It may have a 

number of conditions attached to it.

VESSEL

An individual marine craft used for 

catching, transporting, landing, 

preserving and/or processing of fish 

and other marine species, or used for 

any other supporting fishing activity, 

e.g. providing fuel.

VESSEL RECORD

A record of a Vessel created and 

maintained by an RFMO, Regional Agency 

or by the national authority of a 

country.

REGISTRATION RENEWAL

A record of the inclusion of a Vessel 

in a vessel register, as defined by the 

rules of such register (e.g. FFA 

Regional Register annual renewal).

VESSEL TYPE

A category of Vessels based on vessel's 

purpose. It includes fishing vessel 

types (e.g. Purse Seine, Longline), and 

other relevant non-fishing vessel types 

(e.g. bunker).

COUNTRY

A sovereign nation or a territory 

administered by some other country.

FISH MASTER

An individual person of interest based 

on the role they have as a vessel fish 

master.

VESSEL OWNER/OPERATOR

An individual company of interest based 

on the role they have as a vessel 

operator and/or owner.

FISHING GEAR TYPE

A category of fishing gear used by 

fishing vessel.

REGULATION/LEGISLATION

A specific national, regional or 

internationally adopted regulation or 

legislation relevant to fisheries and 

MCS.
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4.1.2.2  Vessel Monitoring Systems 

 

is inside

is the current operator of

is fitted with

is the current master of

may trigger

is issued with

has trip monitored at

LICENCE

A permit issued to an individual 

fishing Vessel by a country allowing it 

to fish in its EEZ. It may have a 

number of conditions attached to it.

VESSEL

An individual marine craft used for 

catching, transporting, landing, 

preserving and/or processing of fish 

and other marine species, or used for 

any other supporting fishing activity, 

e.g. providing fuel.

VMS VESSEL POSITION

A vessel position reported by the 

Vessel during its trip (using a VMS MTU 

or other appropriate method). The 

primary reason for this type of data is 

to monitor Vessel's position, speed and 

course.

MARITIME ZONE

A maritime Geographical Area claimed by 

a Country i.e. where national 

jurisdiction apply (e.g. EEZ) or any 

other area such as 'high-seas' or a 

zone defined in a multilateral treaty.

VESSEL OWNER/OPERATOR

An individual company of interest based 

on the role they have as a vessel 

operator and/or owner.

MTU UNIT

'Mobile Transceiver Unit' - data 

transmission unit. Uniquely 

identifiable and fitted on a Vessel.

FISH MASTER

An individual person of interest based 

on the role they have as a vessel fish 

master.

VMS ALERT

An alert (warning) generated during 

vessel trip monitoring to notify 

authorities of a vessel's presence 

within an area or trigger closer 

monitoring because of potential breach 

of regulations that is occurring or 

might occur. This could be based on any 

'background' information, such as 

knowing that a vessel is not licensed 

for a particular maritime zone, etc.
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4.1.2.3  Observer Schemes 

undertakes

is observed during

is the Observer for

identifies activity at
is observed as catch

is documented via

includes

includes
includesincludes

includes

includes

includes

attendsis carried out according to

VESSEL

An individual marine craft used for 
catching, transporting, landing, 
preserving and/or processing of fish 
and other marine species, or used for 
any other supporting fishing activity, 
e.g. providing fuel.

VESSEL TRIP

A voyage of a Vessel undertaken for the 
purpose of catching fish or providing 
supporting fishing activities. It is 
identified by its start and end dates 
as defined in the Access Agreement that 
regulates the trip.

OBSERVER TRIP

An individual trip undertaken by an 
Observer on board of a Vessel for the 
purpose of monitoring and detailed 
recording of Vessel's activities.

SPECIES

An individual fish/animal species of 
interest. Examples of species include:
 - Yellowfin tuna (Thunnus albacares),
 - Albacore (Thunnus alalunga), etc.

OBSERVER

An individual person qualified and 
authorised for observer duties.

OBSERVER TRIP VESSEL POSITION DATA

A vessel position which is the location 
of a particular vessel activity as 
observed and recorded by the Observer.

VESSEL ACTIVITY TYPE

A category of activities that can be 
performed by Vessels. Examples include: 
 'making set', 'searching for fish', 
'in transit', etc.

OBSERVER TRIP CATCH DATA

Data recorded on Observer forms with 
respect to catch.

OBSERVER TRIP REPORT

A comprehensive report that includes 
data collected on various Observer 
forms for the trip.

OBSERVER TRIP COMPLIANCE DATA

A record of data collected on various 
Observer forms with respect to 
compliance.

OBSERVER TRIP VESSEL AND CREW DATA

A record of data collected on various 
Observer forms with respect to Vessel 
and crew details.

OBSERVER TRIP SIGHTING DATA

A record of data collected on various 
Observer forms with respect to vessel 
and aircraft sightings.

OBSERVER TRIP FISH HANDLING DATA

A record of data collected on various 
Observer forms with respect to vessel's 
handling of fish: transferring, 
dumping, bunkering.

OBSERVER TRIP OTHER DATA

Any other data recorded on various 
Observer forms such as: pollution data, 
species of special interest, etc.

OBSERVER TRAINING EVENT

A specific observer training course 
event.

OBSERVER PROGRAMME ACTION PLAN

A plan of observer related activities 
defined in support of overall observer 
programme goals and objectives.
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4.1.2.4  Vessel Record and Authorisation to Fish 

is recorded as

is classified as

is the current operator of

is the current master of

may require

has primary

is issued with

the flag state issuing

issued by

issued with consideration to

VESSEL

An individual marine craft used for 

catching, transporting, landing, 

preserving and/or processing of fish 

and other marine species, or used for 

any other supporting fishing activity, 

e.g. providing fuel.

VESSEL RECORD

A record of a Vessel created and 

maintained by an RFMO or by the 

national authority of a country.

REGISTRATION RENEWAL

A record of the inclusion of a Vessel 

in a vessel register, as defined by the 

rules of such register (e.g. FFA 

Regional Register annual renewal).

VESSEL TYPE

A category of Vessels based on vessel's 

purpose. It includes fishing vessel 

types (e.g. Purse Seine, Longline), and 

other relevant non-fishing vessel types 

(e.g. bunker).

COUNTRY

A sovereign nation or a territory 

administered by some other country.

FISH MASTER

An individual person of interest based 

on the role they have as a vessel fish 

master.

VESSEL OWNER/OPERATOR

An individual company of interest based 

on the role they have as a vessel 

operator and/or owner.

FISHING GEAR TYPE

A category of fishing gear used by 

fishing vessel.

AUTHORISATION TO FISH

A permit issued to an individual 

fishing Vessel by its flag country 

allowing it to fish outside its 

territorial waters. It may have a 

number of conditions attached to it, 

such as authorised species, authorised 

area, period of validity, etc.

REGULATION/LEGISLATION

A specific national, regional or 

internationally adopted regulation or 

legislation relevant to fisheries and 

MCS.
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4.1.2.5  Port Controls and Monitoring 

inspected during
carried out at

carries out

produces

includes

includes includes
includes

includes

identifies

VESSEL

An individual marine craft used for 

catching, transporting, landing, 

preserving and/or processing of fish 

and other marine species, or used for 

any other supporting fishing activity, 

e.g. providing fuel.

AT PORT VESSEL INSPECTION

An inspection of vessel carried out at 

a port to check compliance with various 

regulations.

PORT

A maritime port (city).

INSPECTION VESSEL DATA

Relevant data about the Vessel 

(identification, master, owner, etc.) 

as determined during inspection.

INSPECTOR

The person trained and authorized to 

carry out port inspections.

INSPECTION AUTHORIZATION TO FISH DATA

Relevant data about vessel's 

authorization to fish as determined 

during inspection.

INSPECTION REPORT

The collection of relevant data 

recorded during port inspection.

INSPECTION TRIP DATA

Relevant data about vessel's trip as 

determined during inspection.

INSPECTION CATCH DATA

Relevant data on catch unloaded and 

retained on board as determined during 

inspection.

INSPECTION REPORT CONCLUSIONS

Relevant conclusions from a vessel 

inspection including any presumably 

committed violations.

SPECIES

An individual fish/animal species of 

interest. Examples of species include:

 - Yellowfin tuna (Thunnus albacares),

 - Albacore (Thunnus alalunga), etc.
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4.1.2.6  Prosecutions 

involved in

committed by

resulting in

consequence of

the location of

committed inside

operator/owner at time of violation

taken against

named in

classified as

is the current operator of

is the current master of

master at time of violation

is a breach of

VESSEL

An individual marine craft used for 

catching, transporting, landing, 

preserving and/or processing of fish 

and other marine species, or used for 

any other supporting fishing activity, 

e.g. providing fuel.

VIOLATION

A single breach of the terms and 

conditions of a Licence or an offence 

against the legislation of a Country or 

against an international legislation. A 

Violation involves one Vessel and is 

committed by its master, its crew or 

its operator.

PROSECUTION

Legal action in a criminal court taken 

in respect of a Violation that was 

previously committed.

MARITIME ZONE

A maritime Geographical Area claimed by 

a Country i .e. where national 

jurisdiction apply (e.g. EEZ) or any 

other area such as 'high-seas' or a 

zone defined in a multilateral treaty.

VIOLATION TYPE

A standard classification of possible 

infringements against the legislation 

of a Country or against fisheries 

regulations within the region. Examples 

include:  

 - Fishing without licence,

 - Misreporting catch,

 - Breach national law,

 - Breach international law, etc.

VESSEL OWNER/OPERATOR

An individual company of interest based 

on the role they have as a vessel 

operator and/or owner.

PROSECUTION DEFENDANT

A Person or an Organisation involved in 

a Violation and consequently being 

named as defendant in a court 

Prosecution.

FISH MASTER

An individual person of interest based 

on the role they have as a vessel fish 

master.

REGULATION/LEGISLATION

A specific national, regional or 

internationally adopted regulation or 

legislation relevant to fisheries and 

MCS.
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4.1.2.7  At Sea Patrols, boarding and inspection and Aerial Surveillance 

is identified in

the source of

carried out by patrol boat

involves

is involved in

includes

has planned/actual

is inside

is inside

inspected during

is issued with

is valid at time of

has trip monitored at

can be used for planning and execution of

can be used for planning and execution of

VESSEL SIGHTING

An event when a Vessel is spotted at a 

particular location at sea. May be 

reported by a surveillance flight, sea 

patrol, an observer on board of a 

fishing vessel or other unofficial 

sources. These events are important 

particularly in such circumstances 

which may indicate possible violations.

VESSEL

An individual marine craft used for 

catching, transporting, landing, 

preserving and/or processing of fish 

and other marine species, or used for 

any other supporting fishing activity, 

e.g. providing fuel.

SURVEILLANCE OPERATION

A surveillance operation that involves 

aircraft and/or patrol boat(s) or other 

surveillance assets. Either a single 

country, or a multi-national operation.

AT SEA VESSEL INSPECTION

An inspection of vessel carried out at 

sea to check compliance with various 

regulations.

SURVEILLANCE ASSET

An individual patrol boat, or 

individual aircraft involved in 

surveillance activities (missions).

ASSET OPERATION INVOLVEMENT

An involvement of an individual 

surveillance asset in a specific 

mission.

ASSET ROUTE

Planned and/or actual route taken by 

the surveillance asset in this mission.

WAY POINT

Individual geographical position 

(lat/long) on a route.

MARITIME ZONE

A maritime Geographical Area claimed by 

a Country i.e. where national 

jurisdiction apply (e.g. EEZ) or any 

other area such as 'high-seas' or a 

zone defined in a multilateral treaty.

LICENCE

A permit issued to an individual 

fishing Vessel by a country allowing it 

to fish in its EEZ. It may have a 

number of conditions attached to it.

VMS VESSEL POSITION

A vessel position reported by the 

Vessel during its trip (using a VMS MTU 

or other appropriate method). The 

primary reason for this type of data is 

to monitor and control Vessel's course, 

key activities, total catch on board or 

transhipped, etc.
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4.1.2.8  Vessel Trip Reporting 

undertakes

is recorded during

identifies activity at

is the location of is the location of

results in catching results in transfering

sent during

VESSEL

An individual marine craft used for 
catching, transporting, landing, 

preserving and/or processing of fish 
and other marine species, or used for 
any other supporting fishing activity, 

e.g. providing fuel.

VESSEL CATCH ACTIVITY

An individual vessel activity, specific 
to the gear type, resulting in catch 
likely to be harvested on board the 

vessel.

VESSEL ACTIVITY POSITION

A vessel position which is the location 
of a particular vessel activity, as 

recorded by the vessel master using the 
'catch and effort' logsheet form.

VESSEL TRIP

A voyage of a Vessel undertaken for the 
purpose of catching fish or providing 
supporting fishing activities. It is 

identified by its start and end dates 
as defined in the Access Agreement that 
regulates the trip.

SPECIES

An individual fish/animal species of 
interest. Examples of species include:
 - Yellowfin tuna (Thunnus albacares),

 - Albacore (Thunnus alalunga), etc.

VESSEL FISH TRANSFER ACTIVITY

An individual activity where the fish 
is offloaded from the Vessel (unloaded 
at port, transhipped to other vessel, 

etc.).

VESSEL ACTIVITY TYPE

A category of activities that can be 

performed by Vessels. Examples include: 
 'making set', 'searching for fish', 
'in transit', etc.

VESSEL TELEX REPORT

A telex report required to be sent by 
Vessel at certaing positions, e.g. on 

entry or exit of a zone, etc.
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4.1.2.9  Compliance History and Compliance Index (CI) 

is for

has over time

is the current master of

is the current operator of

may be included on

may be included on

may be included on
recorded as a result of

used to derive

is classified as

VESSEL

An individual marine craft used for 

catching, transporting, landing, 

preserving and/or processing of fish 

and other marine species, or used for 

any other supporting fishing activity, 

e.g. providing fuel.

VESSEL COMPLIANCE INDEX

The Compliance Index (CI) is calculated 

and assigned to a Vessel based on how 

compliant a Vessel is over a period of 

time. The main use of such data is to 

try and target 'low compliance' vessels 

when conducting certain MCS activities.

COMPLIANCE HISTORY RECORD

A record resulting from a Compliance 

Check. It represents either:

a) a possible breach of regulation / 

legislation by a Vessel (Vessel Master 

and/or Operator), or

b) an 'all clear' record.

VOI LIST

An inclusion of a Vessel on a special 

list for targeted surveillance such as:

- WCPFC IUU

- FFA 'not-good standing'

- National Vessels of Interest (VOI) 

list.

FISH MASTER

An individual person of interest based 

on the role they have as a vessel fish 

master.

VESSEL OWNER/OPERATOR

An individual company of interest based 

on the role they have as a vessel 

operator and/or owner.

POI LIST

Person of Interest List - includes 

masters with a history of 

'non-compliance' (who don't have a good 

'personal compliance index' - PCI).
OOI LIST

Owner of Interest List - includes 

owners / operators with a history of 

'non-compliance' (who don't have a good 

'owner compliance index' - OCI).

COMPLIANCE CHECK

An execution of a specific compliance 

analysis procedure which aims at 

establishing any possible violations 

committed by vessel/master. Examples 

include:

- Positional data comparison (Logsheet 

vs Observer vs VMS)

- Catch data comparison (Logsheet vs 

Observer vs Unloading ...)

- Vessel Trip Compliance check by 

Observer

- Port or At-sea Inspection

VIOLATION TYPE

A standard classification of possible 

infringements against the legislation 

of a Country or against fisheries 

regulations within the region. Examples 

include:  

 - Fishing without licence,

 - Misreporting catch,

 - Breach national law,

 - Breach international law, etc.

 
 



4.1.3 Data Dictionary 

This section includes a table representing the data dictionary for the MCS information needs data 

model. Entities are listed in the order of entity name. 

 

Entity Name Entity Definition 

ASSET OPERATION INVOLVEMENT An involvement of an individual surveillance asset in a specific 

mission (operation). 

ASSET ROUTE Planned and/or actual route taken by the surveillance asset in 

this mission (operation). 

AT PORT VESSEL INSPECTION An inspection of vessel carried out at a port to check compliance 

with various regulations. 

AT SEA VESSEL INSPECTION An inspection of vessel carried out at sea to check compliance 

with various regulations. 

AUTHORISATION TO FISH A permit issued to an individual fishing Vessel by its flag country 

allowing it to fish outside its territorial waters. It may have a 

number of conditions attached to it, such as authorised species, 

authorised area, period of validity, etc. 

COMPLIANCE CHECK An execution of a specific compliance analysis procedure which 

aims at establishing any possible violations committed by 

vessel/master. Examples include: 

- Positional data comparison (Logsheet vs Observer vs VMS) 

- Catch data comparison (Logsheet vs Observer vs Unloading ...) 

- Vessel Trip Compliance check by Observer 

- Port or At-sea Inspection 

COMPLIANCE HISTORY RECORD A record resulting from a Compliance Check. It represents either: 

a) a possible breach of regulation / legislation by a Vessel (Vessel 

Master and/or Operator), or 

b) an 'all clear' record. 

COUNTRY A sovereign nation or a territory administered by some other 

country. 

FISH MASTER An individual person of interest based on the role they have as a 

vessel fish master. 

FISHING GEAR TYPE A category of fishing gear used by fishing vessel. 

INSPECTION AUTHORIZATION TO FISH DATA Relevant data about vessel's authorization to fish as determined 

during inspection. 

INSPECTION CATCH DATA Relevant data on catch unloaded and retained on board as 

determined during inspection. 

INSPECTION REPORT The collection of relevant data recorded during port inspection. 

INSPECTION REPORT CONCLUSIONS Relevant conclusions from a vessel inspection including any 

presumably committed violations. 

INSPECTION TRIP DATA Relevant data about vessel's trip as determined during 



OBSERVER PROGRAMME ACTION PLAN A plan of observer related activities defined in support of overall 

observer programme goals and objectives. 

OBSERVER TRAINING EVENT A specific observer training course event. 

OBSERVER TRIP An individual trip undertaken by an Observer on board of a 

Vessel for the purpose of monitoring and detailed recording of 

Vessel's activities. 

OBSERVER TRIP CATCH DATA Data recorded on Observer forms with respect to catch. 

OBSERVER TRIP COMPLIANCE DATA A record of data collected on various Observer forms with 

respect to compliance. 

OBSERVER TRIP FISH HANDLING DATA A record of data collected on various Observer forms with 

respect to vessel's handling of fish: transferring, dumping, 

bunkering. 

OBSERVER TRIP OTHER DATA Any other data recorded on various Observer forms such as: 

pollution data, species of special interest, etc. 

OBSERVER TRIP REPORT A comprehensive report that includes data collected on various 

Observer forms for the trip. 

OBSERVER TRIP SIGHTING DATA A record of data collected on various Observer forms with 

respect to vessel and aircraft sightings. 

OBSERVER TRIP VESSEL AND CREW DATA A record of data collected on various Observer forms with 

respect to Vessel and crew details. 

OBSERVER TRIP VESSEL POSITION DATA A vessel position which is the location of a particular vessel 

activity as observed and recorded by the Observer. 

OOI LIST Owner of Interest List - includes owners / operators with a 

history of 'non-compliance' (who don't have a good 'owner 

compliance index' - OCI). 

OTHER SIGHTING SOURCE Any other source of vessel sighting(s) such as 'unofficial' sources. 

POI LIST Person of Interest List - includes masters with a history of 'non-

compliance' (who don't have a good 'personal compliance index' 

- PCI). 

PORT A maritime port (city). 

PROSECUTION Legal action in a criminal court taken in respect of a Violation 

that was previously committed. 

PROSECUTION DEFENDANT A Person or an Organisation involved in a Violation and 

consequently being named as defendant in a court Prosecution. 

REGISTRATION RENEWAL A record of the inclusion of a Vessel in a vessel register, as 

defined by the rules of such register (e.g. FFA Regional Register 

annual renewal). 

REGULATION/LEGISLATION A specific national, regional or internationally adopted regulation 

or legislation relevant to fisheries and MCS. 

SATELLITE SURVEILLANCE RECORD A record generated by a satellite based surveillance. 

SPECIES An individual fish/animal species of interest. Examples of species 

include: 



VESSEL ACTIVITY TYPE A category of activities that can be performed by Vessels. 

Examples include:  'making set', 'searching for fish', 'in transit', 

etc. 

VESSEL CATCH ACTIVITY An individual vessel activity, specific to the gear type, resulting in 

catch likely to be harvested on board the vessel. 

VESSEL COMPLIANCE INDEX The Compliance Index (CI) is calculated and assigned to a Vessel 

based on how compliant a Vessel is over a period of time. The 

main use of such data is to try and target 'low compliance' 

vessels when conducting certain MCS activities. 

VESSEL FISH TRANSFER ACTIVITY An individual activity where the fish is offloaded from the Vessel 

(unloaded at port, transhipped to other vessel, etc.). 

VESSEL OWNER/OPERATOR An individual company of interest based on the role they have as 

a vessel operator and/or owner. 

VESSEL RECORD A record of a Vessel created and maintained by an RFMO, 

Regional agency or by the national authority of a country. 

VESSEL SIGHTING An event when a Vessel is spotted at a particular location at sea. 

May be reported by a surveillance flight, sea patrol, an observer 

on board of a fishing vessel or other unofficial sources. These 

events are important particularly in such circumstances which 

may indicate possible violations. 

VESSEL TELEX REPORT A telex report required to be sent by Vessel at certain positions, 

e.g. on entry or exit of a zone, etc. 

VESSEL TRIP A voyage of a Vessel undertaken for the purpose of catching fish 

or providing supporting fishing activities. It is identified by its 

start and end dates as defined in the Access Agreement that 

regulates the trip. 

VESSEL TYPE A category of Vessels based on vessel's purpose. It includes 

fishing vessel types (e.g. Purse Seine, Longline), and other 

relevant non-fishing vessel types (e.g. bunker). 

VIOLATION A single breach of the terms and conditions of a Licence or an 

offence against the legislation of a Country or against an 

international legislation. A Violation involves one Vessel and is 

committed by its master, its crew or its operator. 

VIOLATION TYPE A standard classification of possible infringements against the 

legislation of a Country or against fisheries regulations within the 

region. Examples include: 

 - Fishing without licence, 

 - Misreporting catch, 

 - Breach national law, 

 - Breach international law, etc. 

VMS ALERT An alert (warning) generated during vessel trip monitoring to 

notify authorities of a vessel’s presence within an area or trigger 

closer monitoring because of potential breach of regulations that 

is occurring or might occur. This could be based on any 



4.2 Analysis of Current Situation 

4.2.1 Review of National Information Management Capacities 

The assessment of the national Information Management capacity was initially conducted using a 

specific questionnaire (included in this report as section 4.6). This questionnaire was structured to 

identify issues and provide information in respect to the following four aspects of data management: 

 

• Human resources (HR); 

• Data availability and quality; 

• Systems for data processing; 

• Data security. 

4.2.1.1 Summary of Questionnaires 

The survey responses varied greatly in the level of detail provided; however there were a number of 

consistent themes that arose from a compilation of the responses, which we have grouped by the 

four categories. In general, the issues identified were confirmed by follow up discussions with other 

members of the project team and staff of FFA and SPC. 

 

Human Resources 

 

• Many fisheries agencies are understaffed leading to delays in logbook processing and a 

reliance on SPC for full data processing (up to 1 year behind); 

• Users are mostly comfortable with their level of proficiency with IT; 

• Training from regional organisations is most appropriate. 

 

Data Availability 

 

• Unanimously, the single most significant issue was the inability to access VMS raw data; 

• The way to access FFA REG is not most efficient or effective (however, this seems to have 

improved recently); 

• WCPFC Record of Fishing Vessels is accessed/viewed with some regularity; 

• Systematic data sharing is only occurring between Fisheries and SPC; 

• Commonly, access to licensing data is problematic for national law enforcement agencies. 

 

Systems 

 

• Primarily, TUFMAN is used for licences and logbook data with more implementations of the 

system coming online; 

• VMS is much better now as a hosted system/service accessed via a remote terminal; 



4.2.2 Review of TUFMAN 

TUFMAN (Tuna Fisheries Database Management System) developed and supported by SPC, is a 

system designed for the collection, management and dissemination of tuna fishery data. 

 

TUFMAN functionality includes the following areas: 

 

• Licensing (Fisheries Agreements, Vessel Licences and Registration) 

• National Fleet 

• Logsheet Data 

• Observer Trip Summary Information 

• Port Sampling 

• Vessel Unloadings and Packing Lists 

• Additional data such as:  Vessel Activity Log, Trip Coverage, Telex Reports 

• Comprehensive Reporting Module 

• Various auxiliary functions such as: “Data Registry”, Linking of data that comes from different 

sources, Generating estimates based on various sources, User administration, Site 

customisation (Licence setup, Profile setup), managing Reference Data, etc. 

 

In addition, TUFMAN has the ability to import and export data (e.g. output reports to Excel and 

import VMS data). 

 

As at the time of this report, TUFMAN has been augmented with TUBS, a comprehensive system to 

manage the detailed observer reports in addition to the summary trip information currently recorded 

in TUFMAN. 

 

From the technical perspective, TUFMAN is a ‘client-server’ application that utilises standard 

technology such as Microsoft Access and MapInfo. 

4.2.2.1 Current use of TUFMAN 

The review of the current situation within FFA member countries found TUFMAN to be in use in 

more than half of the countries’ Fisheries Departments. The level of use varies between countries: 

for some countries TUFMAN is the main fisheries data management system, some countries have 

other systems in addition to TUFMAN and some countries do not rely on using TUFMAN. 

 

TUFMAN is typically considered to be a single application, however each deployment of TUFMAN 

results in a customised system catering for the specific needs of the organisation. Despite the best 

intention to maintain a single code base, TUFMAN highlights the fact that a single product is unlikely 

to meet the needs of each and every fisheries department in the region. In addition, due to variations 

between countries in their ability to collect and manage certain types of data, different aspects of 

the system are in use in each location. Where a function is not in use, the data is either managed 



 

Table: Indicative level of use of TUFMAN in FFA Member Countries 

 

Country Level of use Comment 

Cook Islands MODERATE There is a separate Licensing database 

FSM STRONG  

Fiji STRONG  

Kiribati STRONG  

Marshall Islands STRONG  

Nauru NONE The system is currently being reintroduced after two successive 

hardware failures 

Niue - No data available 

Palau STRONG  

PNG NONE  

Samoa NONE  

Solomon Islands MODERATE There is a separate Licensing system, called SOLIC (based on the 

TUFMAN database schema) 

Tokelau NONE  

Tonga STRONG  

Tuvalu STRONG  

Vanuatu MODERATE Had a separate licensing system but it is supposed to have been 

decommissioned recently. 

 

Other countries have developed their own systems to perform these functions. Of particular note is 

PNG being one of the larger Fisheries Departments to have developed their own License Information 

and Associated Reports Database System (LARs). 

4.2.2.2 Potential support for MCS Data Management 

The following table lists the ten MCS components and indicates the current TUFMAN + TUBS support 

for the data requirements of each component. 

 

 MCS Component How is the component supported 

1 Licensing Data on Vessels and Licences can be recorded and 

reported on, as well as exported for sharing. 

2 Vessel Monitoring System NOT SUPPORTED 

3 Observer Schemes Data recorded on Observer standard forms can be 

recorded and reported on. 

4 Vessel Records and Authorization to Fish ‘National Fleet’ feature supports data being recorded 

on local Vessels authorised to fish elsewhere. 

5 Port Controls and Monitoring NOT SUPPORTED 

6 Prosecutions NOT SUPPORTED 

7 Boarding and Inspection and At Sea Patrols NOT SUPPORTED 



4.2.2.3 Conclusions 

TUFMAN is a system for the management of tuna fisheries data and is positioned as a tool for the 

national fisheries agencies of island countries. It has a comprehensive database that includes 

relevant data obtained from various sources, most notably, the standard regional data collection 

forms. It has both an operational aspect (to support the licensing function, overall data collection and 

recording, etc.) and an analytical/management aspect (a variety of detailed and summary type 

reports including mapping type reports). By encouraging the use of TUFMAN and providing training 

to staff, SPC have been assisting countries in strengthening their fisheries data management capacity 

at the national level. 

 

Overall, TUFMAN (and TUBS) is an excellent tool for the collection and analysis of data within 

fisheries departments and is well accepted throughout the region. Assuming that support through 

SPC will continue to be available (for system enhancements, maintenance, training, etc.), countries 

should certainly be encouraged to strengthen and maximise their use of TUFMAN. It is not however a 

mandatory requirement to use TUFMAN, as countries should always be free to utilise whatever 

systems, tools and technologies they are most comfortable with.  

 

As for the MCS components and their information management requirements, the TUFMAN 

database includes some of the data required by MCS components, as indicated in the table above. 

However, key MCS functions typically carried out by national law enforcement agencies such as 

boarding and inspection, portside inspections, surveillance operations and tracking of violations and 

prosecutions are not supported by TUFMAN. Furthermore, lacking in TUFMAN, and in the other 

systems in use throughout the region, is the process and tools to assist in utilising information in a 

consistent and easily shareable manner for the purpose of targeted MCS activities. For instance, 

where a vessel fails to comply for any reason, there is a) no systematic recording of the breach and b) 

the communication of this information to all relevant authorities is not supported as a business 

process. 

 

NOTE: This brief review is not concerned with what enhancements may be needed to improve on the 

current features. It will certainly be a standard practice by SPC to seek feedback from users and 

provide new releases that address such feedback as appropriate. As a minor comment though, we 

believe that the system can improve on the overall usability by making the user interface more 

consistent between various forms and by employing some of the standard Access features for 

sorting, filtering and searching (it is understood that this process is now underway). 

4.2.3 Other Regional Systems 

Support for certain MCS components has existed at the regional level in the information systems of 

FFA, and more recently, with the Pacific VMS infrastructure and the WCPFC Record of Fishing 

Vessels. 

 



 

The FFA VMS has been developed to support the needs of member countries from the outset. In its 

original incarnation, the system was based on a ‘two tiered’ architecture: a central node collecting 

data from the fishing vessels on behalf of the FFA members and a local system within each country to 

which data was disseminated by the central node. The complex infrastructure of the in-country 

component and the routine breakdown in communication between the central and local systems 

almost caused the demise of the VMS. Fortunately, the problem was realised and addressed, and the 

VMS was re-implemented as a service that requires very little infrastructure support in country, 

other than a working PC and an internet connection. The Pacific VMS is a classic case showing that 

having a locally based system for the sake of ‘sovereignty’ does not necessarily result in the right 

solution, since many of the FFA members do not have the technical capacity to support complex 

systems. Better and more cost-effective systems can be implemented at the regional level as a 

service that supports the required functions and at the same time maintains a country’s sense of 

ownership. 

 

The WCPFC Record of Fishing Vessels (RFV) is a database of all vessels authorised to fish outside their 

national waters within the WCPFC Convention Area, based on information provided by the WCPFC 

member countries, participating territories and cooperating non-members. This system is regarded 

as the key source of up-to-date data on vessel attributes, including masters and owners/operators. 

 

E-Ops is a system developed by FFA specifically to support Regional Surveillance Operations. It is a 

simple and effective tool for collating various data sets together and making the data available to the 

participants of regional operations. The functionality of E-Ops, being planning and coordination of 

surveillance missions, sharing of licence lists, facilitating communication, etc. will be fully supported 

by the proposed Regional Information Management Facility (see section 4.3.2.7 for the description of 

the proposed SUR system which will incorporate all of the E-Ops functionality and provide additional 

features and benefits through being part of the new integrated environment within the overall 

strategy). 

 



4.3 Proposed Strategy for MCS Information Management 

 

Project Three proposes a strategy to address the current gaps in MCS information management. The 

three main aspects of this strategy are:  

 

1. Strengthening National Capacity in MCS Information Systems 

2. Establishing an MCS ‘Regional Information Management Facility’ (RIMF) 

3. Establishing a Regional ‘Information Exchange Model’ 

 

These three components have been designed to build upon existing successful systems and 

processes. The MCS RIMF is modular in its approach and does not prescribe as mandatory any 

specific technologies to use. Furthermore, the policy, rules and mechanisms for information sharing 

is designed to reassure countries that data is secure and will not be misused.  

4.3.1 Strengthening National Capacity in MCS Information Systems 

Of the ten main MCS components, ‘MCS Coordination, Data Verification and Sharing’ has been 

identified as the weakest in most of the member countries and overall at the regional level. 

Improving national capacity for MCS data and information management is clearly an essential 

element in building the future environment, one that will adequately support MCS information 

needs. 

 

There are four key aspects for the strengthening of national capacities: 

 

1. Building upon the National Licensing Systems 

2. Compliance Analysis Engine (CAE) 

3. Training and Support 

4. Additional MCS operational systems 

 

Sections 4.3.1.1, 4.3.1.2 and 4.3.1.3 discuss the first three aspects. Additional MCS operational 

systems are discussed in detail in sections 4.3.2.5 – 4.3.2.9. 

4.3.1.1 Building upon the National Licensing Systems 

The Licensing System is the core data management system used by countries in support of MCS 

tasks. The existence and use of such systems is clearly a major strength at the national level. The fact 

that these systems collect a wide range of relevant data is essential to the proposed direction of 

building upon the existing national data repositories. The provision of a license and the conditions of 

a licence underpin the entire MCS system and the importance of this data cannot be over 

emphasised. 

 



 

4.3.1.2 Compliance Analysis Engine (CAE) 

The Compliance Analysis Engine (CAE) is one of the key components of the strategy. This is a new 

system proposed to be built for use within countries. The main purpose of the CAE is in establishing a 

comprehensive compliance history of vessels and their masters based on all available data. The 

system will make use of various data sources, and in particular, the data within national systems 

(TUFMAN/TUBS, LARs, SOLIC), combined with the data from the VMS system. 

 

At its core, the Compliance Analysis Engine will feature both automated and user-assisted methods 

(checks) for cross referencing the same types of data provided by different sources to uncover and 

identify possible violations. These compliance checks would make use of existing data already 

collected within the national databases and combine it with information available from the MCS 

Regional Information Management Facility. 

 

Examples of different types of compliance checks include: 

 

• Verifying positions reported in logsheets with VMS data and Observer data; 

• Identifying consistent variations between what is reported in terms of catch quantities or 

species when an observer is present or not; 

• Extracting potential violations from Observer Gen-3 forms; 

• Comparing the date a logsheet is submitted with when it is due; 

• Verifying vessel details; etc. 

 

Some of the basic compliance analysis methods could be entirely automatic, however a number of 

the checks will need to be interpreted due to the wide range of variation in how data is actually 

recorded, or due to intrinsic complexities. For example, variation in species composition is common 

between observer and vessel logbook data and may be the result of a genuine problem 

distinguishing between some species. 

 

As human interpretation of certain possible violations will be required, CAE will feature an interface 

to allow user interaction in the verification of data analyses and interpretation of results. The 

interface would be predominantly graphical in nature providing  graphs to show patterns and trends, 

and maps to display location data. 

 

Resulting from each compliance analysis, the system would produce and store in a database, one or 

more ‘compliance history’ records that represent possible violations or an ‘all-clear’. These records 

will include data such as: 

 

• the vessel involved 



 



 

There are several main outcomes with regard to the use of the information generated by the CAE, 

including: 

 

• A follow up investigation by the national agencies for possible actions against the master 

and/or owner/operator 

• Targeted MCS activities 

• The sharing of the CAE data through the MCS Regional Information Management Facility 

 

The following diagram provides an overview of the CAE context. 
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Figure 1: CAE Context 

4.3.1.3 Training and Support 

In any information system implementation, an on-going training and user support function is critical 

to achieving maximal utilisation of the system and its ultimate success. SPC have been providing 

resources to train and support TUFMAN users through in-country assistance and workshops. Country 

questionnaires have given us evidence that support provided by regional organisations was the most 

appropriate and that other means, such as online training and manuals, were not as well received.  

 



4.3.2 MCS Regional Information Management Facility (RIMF) 

The MCS Regional Information Management Facility is a comprehensive information management 

environment that includes a number of databases, systems, tools and services that combined would 

provide the required support for MCS across all components, nationally, sub-regionally and 

regionally. 

 

The concept of RIMF can be likened to an information clearinghouse where the main function is to 

act as a repository that collects, stores, and disseminates MCS information to geographically and 

organisationally dispersed stakeholders.  

 

This report provides a detailed description of the architecture, components and functionality of the 

proposed RIMF. 

4.3.2.1 RIMF Overall Architecture 

The following diagram represents the overall conceptual architecture of the proposed MCS RIMF. 

 

up to date V
essel, Licen

ce, P
ositional

and C
om

pliance H
istory d

ata

Vessel
Port

Sampling
Vessels

MCS RIMF

Data Transfer
Engine

Compliance
Analysis

SUR

VAP

VBI

Reference Data
(standardised)

Vessels
(WCPFC+REG list)

Vessel
Licences

Vessel Compliance
History and CI

SUR
Data

OMS
Data

VAP
Data

VBI
Data

WCPFC
System(s)

R
F

V

Pacific VMS
System

V
M

S
 data

VM
S

 d
at

a

Vessel Masters, Owners / 
Operators Register (POD)

regional infrastructure

FFA CDR
Systems

Compliance
Analysis
Engine

VMS positions

M
ultilateral

Licences

R
E

G
 a

nd
 P

O
D

REG and POD

B
i-l

at
er

al
Li

ce
nc

es
Al

l
Li

ce
nc

es

C
o

m
p

lia
nc

e
H

is
to

ry
 R

ec
or

d
s

C
o

m
p

lia
nc

e
H

is
to

ry
 R

ec
or

d
s

Compliance

History Records

RIMF
Infrastructure Layer

VMS
Positions

OPM



 

There are four main elements in the RIMF architecture: 

 

1. RIMF Database 

2. RIMF Infrastructure Layer 

3. External systems 

4. MCS additional operational systems 

 

The first two elements together will provide the core RIMF functionality. The third element identifies 

the required external systems and the fourth element identifies systems that can be add-ons.  

4.3.2.2 RIMF Database and Interfaces to External Systems 

The first element of the architecture is the RIMF database. It is represented on the architecture 

diagram as the inner oval shape that includes ten (green) boxes, each box representing one major 

class of MCS data (Vessels, Licences, Compliance History, etc.). How this data is entered and 

maintained in the database is perhaps the most interesting question to consider. In essence, there 

will be a number of mechanisms applied, including: automated database synchronisation, 

incorporation of data extracts in standard formats as well as direct manual entry by users.  

 

From the technical design perspective, all interfaces to and from the RIMF database will be handled 

by the RIMF infrastructure layer (Data Transfer Engine and Data Rules Engine). This is described 

below in section 4.3.2.3. 

 

From the conceptual perspective, the interfaces to and from the RIMF database are the ‘data flows’ 

represented on the architecture diagram as arrows. These arrows go between RIMF and external 

systems, indicating which external system provides and/or receives data from the RIMF database. 

The arrows are labelled to indicate the class of data involved. This conceptual interaction with 

outside systems requires further careful explanation since it indicates the proposed future role of 

these systems with respect to the RIMF: 

 

WCPFC Systems 

The primary interaction with WCPFC systems is to obtain the Register of Fishing Vessels (RFV). RFV is 

one of the two authoritative sources of vessel data, and as such will be replicated within the RIMF 

database. RFV is based on the Microsoft SQL Server technology and there is a possibility that some 

kind of automated synchronisation from RFV into RIMF will be applied. Additional systems planned at 

WCPFC may in future provide other relevant MCS data. 

 

Pacific VMS System 

The RIMF architecture diagram shows that there is a two way interaction between the RIMF and the 

VMS system. As a data ‘feeder’ system, VMS will provide VMS track data into the RIMF database. 



 

• from national licensing systems, bilateral licences are provided into RIMF 

• from the FAL, multi-lateral licences are provided into RIMF 

• from RIMF, all licences are provided into VMS 

 

The VMS database is an Oracle database, physically located in Sydney. This provides a range of 

choices with respect to synchronisation options between VMS and RIMF. 

 

FFA CDR Systems 

At present the regional role of the FFA CDR is significant, specifically the components Regional 

Register of Fishing Vessels (REG), Fisheries Agreements and Licenses (FAL) and People and 

Organisations (POD). After the RFV, REG is the second authoritative source of vessel data, and as 

such will be replicated within the RIMF database. POD provides information on the names and other 

details of vessel masters and vessel owners/operators. As such, it will also serve as a ‘feeder’ system 

for the RIMF. As far as FAL is concerned, it is also a proposed feeder system for the RIMF. The type of 

data the FAL provides and the change required in the current environment is described above under 

the heading Pacific VMS System. 

 

In the new environment, FFA CDR also becomes the receiver of data from the RIMF. The data it 

receives is VMS positions and here is how it is proposed to be used: 

 

FFA CDR already includes valuable vessel logsheet data for trips regulated by the US Treaty and the 

FSM arrangement (data is managed by the CDR Vessel Activity and Catch system - VAC). In addition, 

the CDR includes observer data from the observer programme that covers the same two 

arrangements (data is managed by the CDR Observer System – OBS). Once VMS tracks data is 

provided, it will be possible to make use of the CAE system within FFA CDR to generate valuable 

compliance history records with respect to the above data. 

 

On another note, there are some uncertainties about the future of FFA CDR. VAP will no longer be 

held within CDR and REG may end up being handled by the VMS (EVR). Nevertheless, despite 

proposing some changes to the role of CDR, we are not suggesting that it be decommissioned.  This is 

for at least two main reasons: a) until the other initiatives are completed, the REG system must be 

maintained, and b) CDR includes custom designed components (FAL, VAC, OBS) that support the role 

of FFA as the administrator of multi-lateral treaties quite well, and can also provide additional benefit 

with the use of CAE as explained above. Any replacement of these CDR components with other 

systems will have to be fully justified with a proper cost-benefit analysis which is outside the scope of 

this project. 

 

National Licensing Systems 

These systems have a two way communication with the RIMF. In one direction, they will serve as 



 

Finally, from the technical perspective, this strategy is technology neutral and will not suggest any 

specific database platform to use for the RIMF. An essential requirement though is that it must be a 

reliable, multi user, fault tolerant relational database. With users accessing the database from 

different time zones and various automated procedures uploading an extracting data, the database 

platform must be capable of supporting many connections simultaneously. It would also benefit from 

having flexibility in how it can interact with other databases especially Oracle2. 

4.3.2.3 RIMF Infrastructure Layer 

This is the second element of the architecture. The RIMF infrastructure layer is a set of services and 

some underlying meta-data that together ensure secure and regulated access to MCS information. It 

is based on the open, interoperable standards of the Internet. The three logical components that 

combine to form the RIMF infrastructure layer are: 

 

1. Data Transfer Engine 

2. Data Rules Engine 

3. RIMF User Interface 

 

The infrastructure layer will enable both individual users (persons) and applications (e.g. TUFMAN) to 

interact with RIMF to either request information or upload data as required. A conceptual 

representation of the infrastructure layer is given in Figure 3. 
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Figure 3: RIMF Infrastructure Layer 



 

As a data source/sink, the Data Transfer Engine would have a web service interface to support the 

role of providing data to other systems. Applications can either communicate directly to the web 

service or use the remote Data Transfer Engine component to simplify the process and add features 

such as auditing transfers at the remote site. 

 

Remotely, the Data Transfer Engine would communicate with RIMF by establishing an encrypted 

connection, authenticating with the system using a username and password and then send and 

receive data as required using well defined web service requests. For example: 

getVMSdata(vid,start,end) to request VMS data for a particular vessel over a particular 

time period. 

 

Centrally, the RIMF core infrastructure would provide the services to allow remote sites to connect, 

validate their authority to access data, log all data requests in the database and, provided the access 

criteria has been met, return a package of data or receive a data package to be uploaded. 

 

As a data gatherer, the Data Transfer Engine would be responsible for coordinating the data transfers 

between external databases that can be accessed remotely or have a web service interface exposed. 

Initially it would be sourcing data from the REG, WCPFC RFV and the VMS and would take advantage 

of any built in replication tools provided by the underlying RDBMS where possible. 

 

The key features of the Data Transfer Engine therefore are that data transfers: 

 

• will be secure 

• take place automatically 

• are auditable 

 

With the known issues of unreliable communications throughout the Pacific, the Data Transfer 

Engine will provide specific features to ensure errors in communication are identified and able to be 

acted upon. This would be in a form of alert system for operators and a comprehensive error logging 

capability. 

 

Data Rules Engine 

The Data Rules Engine is a set of database tables with associated meta-data that is used by the RIMF 

system to control which users have access to what information and for what purpose it can be used 

(this is fully based on the Rules and Procedure for the protection of, access to and use of data and 

information as defined in section 4.5). The Data Rules Engine also includes a specific application that 

allows data owners to control who has access to their data and, for all users, to review statistics on 

data usage and perform certain administrative tasks such as changing user password, etc. 
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Figure 4: Data Rules Engine Conceptual Data Model 

 

Table: Data Dictionary for the Data Rules Engine 

 

Entity Name Entity Definition 

AUTHORISED REPRESENTATIVE An individual person that is duly authorised by relevant authority through 

appropriate mechanisms (e.g. security clearance), and has signed 

applicable confidentiality agreement for the access and use of 

information. 

CONFIDENTIALITY CLASS A category that defines the type of security and confidentiality level 

associated with data/information type. For example: high, medium, low. 

DATA OWNER A party that owns particular data. A typical owner would be a country 

(with respect to their own national data). 

DATA RELEASE LOG A record of accessing data by the specific user on the specific date/time 

and for a specific purpose. 



 

RIMF User Interface 

In addition to providing users with the facility to download raw data for use within their own systems 

(via the Data Transfer Engine), the RIMF would also have a mechanism to allow users to access the 

RIMF database(s) and retrieve information directly via a web browser. The RIMF User Interface 

would be a series of web pages that are simple to use and consistent with current trends in 

application delivery using the web. For instance the starting point for a vessel search would be a 

‘Google type’ search page with related information hyperlinked. 

4.3.2.4 RIMF Core MCS Functionality 

RIMF core functionality brings about the essence of the new proposed environment. This 

functionality alone significantly contributes to reducing the current gaps. 

 

The core RIMF functionality is based on its ‘core database’ that includes the following data: vessels, 

licences, VMS, compliance history and CI, masters, owners/operators and standard reference data. 

With the core database in place, stakeholders will be equipped with the capability to retrieve and 

make appropriate use of this essential MCS information. 

 

Examples of core MCS functionality available to users from the very start include: 

 

• find and uniquely identify a vessel in the database 

• based on a location, determine if a specific vessel is authorised to fish 

• review the compliance history for any given vessel 

• review the compliance history for a particular vessel master 

• plan for targeted surveillance based on vessel and/or master CI  

• extract information as required by a surveillance operation 

• provide access to multiple stakeholders at various locations at the same time 

 

Core information would also be available to support the specific functionality of the additional 

systems described next. 

4.3.2.5 RIMF Additional MCS Systems 

From the information needs and capacity gaps analysis, it has been determined that several MCS 

components are not adequately supported by way of information systems for the collection, storage, 

dissemination and use of data and information. 

 

The following business functions are the ones with the most pressing need to have systems put in 

place: 

 

• Boarding and inspection of vessels, both at sea and in port 



 

The proposed MCS Information Management Strategy recognises the above requirements and has 

defined an appropriate framework for the development and implementation of four new MCS 

systems. The key feature of this framework is that the systems will be fully integrated within the 

RIMF. What this means is that they will be based on a common data architecture (data model) and 

will utilise the RIMF infrastructure layer ensuring secure and regulated access to information. The 

systems will be provided to stakeholders (national Fisheries and Law Enforcement Agencies and 

others) as a set of services and tools for which only the minimal infrastructure is required at the 

stakeholder’s end, much like the current VMS implementation model. This approach has a number of 

benefits, including minimising up-front and on-going costs, ensuring consistency in how systems are 

used, providing for a more effective training, etc. 

 

Finally, the RIMF architecture and design principles allow for incremental development of new 

systems. This is quite important since it provides flexibility to build new modules in order of priority 

and without having to commit to all of the systems up front, but rather once the concept is proven 

through the initial module.  

 

The next four sections provide a broad description of the systems including Data Flow Diagrams 

(DFDs) showing main information flows and main stakeholders that use or provide information 

4.3.2.6 Vessel Boarding and Inspection System (VBI) 

VBI is an MCS operational system whose main purpose is to support the following types of activities: 

 

• Inspection of vessels while in port 

• Inspection of vessels at sea 

• Recording of comprehensive inspection reports 

 

Figure 5 represents the VBI context-level DFD showing the main stakeholders and main information 

flows. 
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The databases used by the VBI store and provide the following types of information: 

 

� VBI Database – ’Portable active component’ with all relevant background info to use in real 

time on board of vessel; full details from inspection report (as per the FAO or other agreed 

standard format); assessment of any possible violations. 

� RIMF Core Database – Vessel/Master compliance history and CI; vessel details; vessel’s 

current trip VMS tracks; vessel licences. 

 

System synopsis 

The VBI system supports the process of boarding and inspection both at sea and in port. It does so by 

providing an information package to be downloaded prior to the actual event. This information could 

be in printable format or electronic form depending on the facilities available at the time of boarding. 

The VBI information package would consist of vessel information, current licence(s) and associated 

authorisation to fish, master information and any compliance history for both the vessel and the 

master. In addition, the vessel track from the VMS would be provided for verification of positions 

with logbook data during the boarding process. 

 

A ‘portable’ VBI system is a software component that would facilitate the download of data from 

RIMF. If the system is on a laptop it would allow for the verification of logbook data during the course 

of the inspection using visual tools (e.g. displaying points on a map) and the recording of inspection 

results in real time. The inspection data would then be used to produce a standard inspection report 

to be provided to the vessel master or operator either electronically (email) or as a hardcopy. 

 

Finally, the VBI system will provide feedback information into RIMF by way of recording ‘compliance 

history records’ for the vessel/master involved, which reflect the outcome of the boarding and 

inspection event. 

4.3.2.7 Surveillance and Vessel Sightings System (SUR) 

SUR is an MCS operational system whose main purpose is to support the following types of activities: 

 

• Patrol Boat mission/operation (planning and execution) 

• Aerial Surveillance mission/operation (planning and execution) 

• Multi-lateral surveillance operations (such as Kuru-Kuru, etc.) 

• Recording of Vessel sightings from various sources 

 

Figure 6 represents the SUR context-level DFD showing the main stakeholders and main information 

flows. 
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Figure 6 – SUR Context DFD 

The databases used by the SUR store and provide the following types of information: 

 

� SUR Database – Details on surveillance operation and assets involved; asset route (planned 

and actual); details of vessel sighted. 

� RIMF Core Database – Vessel/Master compliance history and CI; vessel details; vessel’s 

current trip VMS tracks; vessel licences. 

 

System synopsis 

The SUR system will support the planning and execution of surveillance missions, both surface and 

aerial. It will allow authorised remote users to upload planned and/or historical surveillance routes 



 

Sightings from active surveillance missions are just one of a number of potential sightings sources. 

Others include observers, other vessels, and remote sensing equipment (satellite, unmanned aircraft 

etc). The system therefore would have the ability to record sightings from a variety of sources either 

through direct entry or uploading from subsidiary systems using Data Transfer Engine. 

 

In addition to supporting the operations of a specific surveillance mission, an overall picture of 

surveillance in the region could be developed to support surveillance planning.  

4.3.2.8 Violations and Prosecutions System (VAP) 

VAP is primarily a data collection system whose main purpose is to record and provide information 

on: 

 

• Violations committed by vessel masters/owners/operators 

• Outcomes from investigating violations and taking relevant actions 

• Prosecutions (court cases) that resulted from violations 

 

At the operational level, the system supports the process of investigation a violation through the use 

of any relevant information from the RIMF repository and at the same tracking the progress (status) 

of the case. 

 

Figure 7 represents the context-level VAP DFD showing the main stakeholders and main information 

flows. 
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The databases used by the VAP store and provide the following types of information: 

 

� VAP Database – Details on violation committed; details on follow-up actions; details on the 

outcome of investigation and prosecution; court case details. 

� RIMF Core Database – Vessel/Master compliance history and CI; vessel details; vessel’s 

current trip VMS tracks; vessel licences. 

 

System synopsis 

The VAP system will track ‘violation cases’, that is, presumed violations for which a decision is made 

to investigate and take any action as appropriate, including forfeiting catch, gear or vessel or other 

fines or penalties, court prosecutions, etc. The relevant agency (Fisheries Department or Law 

Enforcement) would open a case by creating a violation record in the database, which includes 

information such as: 

 

• vessel in question 

• date and time of violation 

• vessel location 

• violation type(s) committed 

• master at time of violation 

• owner/operator at time of violation 

• amount of catch on board, etc. 

 

Following on from this, the case would be investigated as per procedures and applicable legislation, 

during which any relevant background information on the vessel, master and owner/operator can be 

retrieved from the RIMF core database. The progress of the case can be recorded through various 

stages, until it is closed. At this time, the details of the outcome are recorded and whether any fines 

are applied, the amount of penalty, etc. If there was a court prosecution, the relevant details of such 

prosecution are also recorded. If required, a functionality for managing associated unstructured 

information can be included (e.g. ‘document management’). 

 

Finally, the VAP system will provide feedback information into RIMF by way of recording ‘compliance 

history records’ for the vessel/master involved, which will reflect the outcome of the violation case. 

 

A note on the current FFA CDR VAP system - the new RIMF VAP system will supersede the CDR VAP, 

the main reason being the completely new way of how stakeholders at the country level will be able 

to interact with the system. Such direct interaction by country users is not possible with CDR VAP. At 

the same time, the database model of the CDR VAP has not ‘aged’ and should be consulted when 

designing the new VAP. The content of the CDR VAP database should also be examined for possible 

migration of historical data into the RIMF database. 



 

• Maintaining registry of qualified observer personnel 

• Training and accreditation of observers 

• Maintaining up-to-date information on observer current deployments (‘whereabouts’) 

• The planning process for placing observers on vessels 

• Assisting with administrative issues such as travel, payment, etc. 

• Monitoring and evaluation of observer individual experience and performance 

• Monitoring and evaluation of the whole observer programme(s) 

• Support for the overall programme management in achieving goals and objectives 

 

Figure 8 represents the OPM context-level DFD showing the main stakeholders and main information 

flows. 
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System synopsis 

Between the national fisheries agencies and regional agencies such as FFA, WCPFC and SPC,  

Observer Programme objectives and resulting specific action plans are defined and recorded and 

communicated via the OPM system. Observer coordinators (managers) will maintain a centralised 

register of qualified observer personnel, including their names, contact details, nationality and other 

relevant data. 

 

Observer training and accreditation is supported by way of defining training plans and tracking all 

training courses conducted and the training history for each observer. 

 

The system will enable plans for placing observers on boats to be developed and monitored. The 

‘whereabouts’ of observers are monitored, that is if they are currently on an assignment and the 

details of the assignment (which vessel, where boarded, date and time boarded,  anticipated port of 

return, etc.). Administrative support, such as observer travel arrangements, payment, etc. would be 

made more efficient by the use of OPM. On return from a trip, the details of when and where 

observer has disembarked from the vessel are recorded as well as the details on when the observer 

report was submitted and any other relevant administrative / management information related to 

the trip completed. 

 

Appropriate management reports would be produced by the OPM to monitor the execution of plans, 

provide statistics on the coverage and other information for evaluating the performance of the 

programme(s). 

4.3.3 Regional Information Exchange Model 

The scope of MCS information needs was defined in section 4.1. The availability of timely and quality 

data and information is essential in supporting various MCS activities. At the same time, protecting 

such highly valuable resource from possible destruction, improper alteration or misuse is a 

paramount. This project fully acknowledges this requirement and, under the concept of the 

‘Information Exchange Model’, provides an initial framework for effective exchange, sharing and use 

of information. The Information Exchange Model incorporates two equally important aspects: rules 

and procedures for the protection and use of information, and the harmonisation of data standards. 

4.3.3.1 Policy for Secure and Effective Sharing of Data and Information 

The Nuie Treaty provides an unqualified legislative foundation for the sharing of information. Article 

5 of the Nuie Treaty in particular references: 

 

“1. Each Party shall, to the extent permitted by its national laws and regulations, provide to the South 

Pacific Forum Fisheries Agency, or to any other Party directly, information relevant to the purposes of 

this Treaty, including but not limited to information about: 



• provide confidence to countries and other data providers concerning the importance placed 

on data confidentiality and security by the MCS Regional Information Management Facility 

• support the purposes of cooperative and collaborative regional MCS activities 

• be practical, transparent and unambiguous 

• be adaptable (as new types of data are added) 

• reflect uses to which data may legitimately be put 

• be regularly reviewed 

 

The full text of the Rules and Procedures is provided in section 4.5. 

4.3.3.2 Harmonisation of Data Standards 

Harmonisation of data standards applies across two levels. On one level there is a human aspect of 

data standards to make the data consistent in meaning and interpretation by all parties. A common 

tool for conveying this is the use of a data model and an associated data dictionary. The other level of 

data standards applies to data exchanges and having an agreed format to facilitate electronic data 

exchange.  

 

The data model and data dictionary provided in section 4.1 describe the key data entities which are 

required for MCS functions at a conceptual level. These definitions provide a clear and unambiguous 

description of each entity and convey the scope of information needs for each MCS function. To 

progress to the next step of defining data standards is to create a logical model from the conceptual 

model, identifying the more detailed entities, significant attributes and ‘natural keys’ (entity 

identifiers). For each attribute a description should be provided and each description should consider 

the range of values and any applicable standards that could be adopted. For example, a ‘Vessel Flag’ 

attribute refers to a country and, unless there are exceptional circumstances, should adopt an 

international country code (identifier) as the standard applicable values. 

 

The following list of commonly used data standards are provided here as an indication of the 

direction being suggested: 

 

Country Codes: 

ISO 3166 - English country names and code elements: 

http://www.iso.org/iso/country_codes/iso_3166_code_lists.htm 

 

Port Codes: 

United Nations Code for Trade and Transport Locations (UN/LOCODE): 

 http://www.unece.org/cefact/locode/ 

 

Vessel Type Codes: 

International Standard Statistical Classification Of Fishery Vessels By Vessel Types 



 

Where no international standards exists, regional standards should be developed and be adopted. 

The adoption of a standard classification of violations is an area that is critical to the sharing of 

compliance history records. This project examined the VAP database used by FFA, Gen 3 Forms used 

by observers and the WCPFC CMMs to identify the range of possible violation types that are 

currently in use. Rather than highlighting the variations, the following table is provided as a starting 

point for defining a Standard Classification of Violations. 

 

Table: Draft Standard for the Classification of Violation Types 

 

Possible Code Description 

FWL Fishing without a licence 

NCL Not carrying a current licence 

VNM Vessel not marked to FAO Standard 

FCZ Fishing in closed zones (includes closed seasonally) 

FAD Fishing on FADs during closure periods 

UGR Using unauthorised fishing method/gear 

SPC Carrying fish taken against the laws of another State 

ALC ALC tampering /not reporting 

MCT Misreporting catch weight/species/position 

MIT Not using by-catch mitigation devices 

ITR Illegal transhipping (at sea, without authorization/not reported; to an unlicensed  carrier) 

BUN Re-supplying/bunkering without authorisation/not reported 

OBS Obstructing an authorized officer/observer 

TAM Tampering with evidence 

DIS Illegal discarding/dumping of fish (high grading) 

NEZ Failure to report EEZ entry/exit/weekly 

FEZ Falsely reporting EEZ entry/exit/weekly 

MAR Breach MARPOL  

NLB Not maintaining a logbook 

FLB Failure to submit logbook 

LBD Failure to submit timely logsheets 

UAU Unloading without authorisation  

UER Failure/Falsely report unloading 

POR Leaving port without clearance 

STW Failing to stow gear 

FUN Failure to provide unloading report 

SHK Shark finning 

TSH Transhipping shark fin 

 

There are cases where data does not conform to the international or other standards suggested 

here. If this is due to the use of a different standard, then the issue can be addressed by adopting the 



 

The data exchange specifications for RIMF cannot be constructed before the underlying data 

standards have been determined. Some progress towards the adoption of standards have been 

made and the use of open technologies is encouraged by FFA in the provision of data in the XML 

format directly from Fisheries Licence Systems. This approach is good, however where countries do 

not have reliable continuous internet connections and do not want the overhead of managing their 

own exposed web server, information can still be provided in regular intervals using a secure 

connection directly to the RIMF. Also, while XML should be promoted as the format for new systems 

developments due to it being inherently more flexible, legacy formats would still be supported, such 

as CSV. 

4.4 Strategy Implementation 

4.4.1 Implementation Options 

It is assumed that the evaluation of the strategy proposed by this project will determine the general 

direction to take, that is, adopt the strategy or otherwise. If adopted, EOI’s (Expression of Interest) 

for the development of technical specification should be sought. It is believed that section 4.3 

provides sufficient detail to be used as the basis for an EOI. 

 

There are two main paths that can be taken for the implementation of the proposed strategy. They 

will both result in bringing improvements to the existing environment and addressing gaps in 

information management and sharing. However, there is a significant difference in the target 

environment and the resulting benefits based on which path is taken. 

4.4.1.1 Minimal Solution – Implement CAE Only 

The key benefits of this solution include: 

 

• National Licensing Systems will be given prominent role which assumes they would be 

supported on an on-going basis to achieve maximum utilisation and value; 

• The use of data already available will be brought to the next level with the introduction of 

CAE, in other words, the currently untapped potential for the analysis of licence, observer, 

VMS and other data for MCS purposes will be realised; 

• Provide a formal process to follow to conduct compliance analysis regularly at the national 

level; 

• Establish a national database of vessel and vessel master compliance history. 

 

From the solution design perspective, there will be two main aspects to consider, as described below. 

 

Development of the CAE System 

Even with the minimal solution, the recommended approach for CAE is to develop it as a separate 



 

Provision of VMS Data Directly From VMS 

Without the full RIMF, the provision of VMS data into the national licensing systems supplemented 

with the CAE would have to occur directly from the VMS system. There are a number of options as to 

how this can be achieved technically. The implementation would however depend on the VMS 

provider (Absolute) to develop the functionality on the VMS server, and it is not known at this stage 

how much flexibility is possible in choosing any specific mechanism. Our suggestion here would be to 

adopt the same, or similar approach that has been defined for the Data Transfer Engine and the Data 

Rules Engine of RIMF. In any case, the end result has to be that the VMS data is available to the CAE  

in a way which ensures data sharing rules and procedures are conformed to. 

4.4.1.2 Full Implementation of RIMF 

Listed below are some of the key additional benefits that the full implementation of RIMF will have 

comparing to the minimal solution: 

 

• A centralised comprehensive repository of relevant MCS information sourced from national 

and various regional sources; 

• The full implementation of the policy, rules and procedures for the secure sharing and use of 

information, as agreed by stakeholders; 

• A consistent and streamlined approach to the provision of data to and from the RIMF 

repository based on agreed harmonised data standards; 

• Formalised processes that would ensure timelines, quality and completeness of data and 

information in the RIMF repository; 

• Ability to derive a Compliance Index for a vessel / vessel master based on comprehensive 

compliance history, thus enabling greatly enhanced targeted surveillance; 

• Ability to support multiple stakeholders across the vast geography of the region; 

• Ability to support multi-lateral or single country surveillance operations; 

• Ability to support and enhance specific MCS business processes and activities including: 

vessel inspections at sea and in port, violation investigation and prosecutions, management 

of observer programmes at the national, sub-regional and regional level.  

 

An important feature of this implementation is the possibility for the modular approach: RIMF 

database and the infrastructure layer that support the core functionality being developed first and 

one or more ad-on MCS operational modules later. 

4.4.2 Preliminary Cost Analysis 

The following cost estimates are indicative of the level of effort expected to develop and 

subsequently implement the various aspects of the proposed strategy for MCS information 

management. 

 



 

Establishing an MCS ‘Regional Information Management Facility’ 

MSC RIMF core: USD $400,000 

(Initial development of Data Transfer Engine, Data Rules Engine, User Interface, Database plus 

Implementation, Training) 

 

MCS additional systems 

Vessel Boarding and Inspection System (VBI): USD $75,000 

Surveillance and Vessel Sightings System (SUR): USD $50,000 

Violations and Prosecutions System (VAP): USD $25,000 

Observer Management System (OPM): USD $50,000 

  

Should the Minimal Solution be considered (implement CAE only as described in 4.4.4.1), the same 

cost estimates could be used as identified above under ‘Strengthening National Capacity in MCS 

Information Systems’. In addition, there will be a cost associated with the development of the 

mechanism that would cater for the provision of VMS data directly from VMS. There are certain 

development efforts underway that could provide for the basic extract and transfer of data be 

implemented at a relatively low incremental cost. However, to also develop and implement the Data 

Rules Engine in support of the policy for the secure sharing and use of information, an approximate 

cost of USD $25,000 should further be budgeted for. 



 

4.5 Draft Policy for the Sharing and Use of Information 

 

 

Draft 

Rules and Procedures for the protection, access to, and use of Data and Information held within 

the MCS Regional Information Management Facility (MCS RIMF) 

 

 

The scope of these Rules and Procedures is data and information held within the MCS Regional 

Information Management Facility (MCS RIMF). 

 

1. Basic Concepts and Definitions 

 

1. Even though in these rules and procedures, the terms ‘data’ and ‘information’ are used 

interchangeably, as is often the case, a distinction can be drawn if and when required. One of the 

applicable definitions of the terms data and information is: 

 

Data is representation of facts - the raw material from which information is derived when it 

is put in context that gives it meaning; 

Information is data in context – the meaning given to data or the interpretation of data based 

on its context. 

 

2. Data Owners 

The MCS RIMF holds different types of data provided by various sources. These data sources are 

considered to be the ‘owners’ of the data they provide and they can authorise, or revoke 

authorisation for the use of their data. For most part, the ownership of data is at a country level, that 

is, a specific set of data is deemed to be owned by a particular Country. Even though data and 

information will in practice be provided by different agencies or organisations within a specific 

country, for the purpose of these rules and procedures, Data Owner is defined as the Country from 

which data held within the RIMF originates.  

 

3. Data Users 

Data and information held within the MCS RIMF can be accessed and used by a number of ‘data 

users’. A Data User is defined as an individual or organisation authorised in accordance with these 

rules and procedures to access and make use of data and information for a defined legitimate 

purpose. Data Users can make use of the MCS RIMF data owned by different owners as authorised at 

any specific point in time. Access to data may vary among users. 

 



 

 

• proprietary commercial information 

• private personal information 

• government/enforcement/intelligence information 

• legally-sensitive information 

 

With respect to such reasons and the inherent risks associated with the alteration, loss or 

unauthorised access to data, different levels of confidentiality (or risk) can be identified. In order to 

adequately manage data confidentiality and security, information within the MCS RIMF is grouped 

into ‘Data Types’, such that each data type can be assigned an appropriate confidentiality level 

(‘Confidentiality Classification’). 

 

2. Confidentiality Classification Guidelines 

 

5. Data covered by these rules and procedures will be classified in accordance with the 

following guidelines, reflecting amongst other things: 

 

• the perception of data type’s confidentiality level as seen by Data Owners 

• the damage that would be done to the operations or credibility of the MCS Regional 

Information Management Facility as a consequence of an unauthorised disclosure or 

modification of such information 

• the time-frame of data, as some data may change its classification after a certain amount of 

time has elapsed 

• whether data is regarded as public domain 

 

6. Each Data Type will be assigned ‘Confidentiality Classification’ as one of: ‘low’, ‘medium’ or 

‘high’. If the classification for a particular data type cannot be easily and readily determined, then 

either a higher level should be assigned, or the data type should be broken into two or more data 

types for which classification can be readily assigned. 

 

7. There is distinction in how data of different confidentiality classification is dealt with within 

the RIMF. This is primarily with regard to how the Data Owners will specify the sharing of their data. 

Regardless of which classification a data type belongs to, it’s security will be uniformly ensured  

based on principles defined later in this document. 

 

8. Classification ‘Low’ is assigned to data types regarded as public domain data and therefore 

such data is always shared between all stakeholders. Even though the RIMF will hold public domain 

data, it is important to note that there will be no provision for access to RIMF by general public. 

 



3. Basic Principles relating to the Access and Use of Data 

 

12. Data and information held at the MCS RIMF shall only be accessed and used in accordance 

with these rules and procedures, which reflect the principles of confidentiality and security. 

 

13. Data to be held within the MCS RIMF will be provided by Data Owners in a timely manner 

and be as comprehensive as possible. The benefits of the MCS RIMF are directly proportional to the 

quality, completeness and timelines of data. The MCS RIMF will include means for assisting Data 

Owners in the provision of their data. 

 

14. Data may only be accessed if the Data Owner providing the data to the MCS RIMF authorises 

its release. In case where there is no owner, data will be accessed according to the rules applicable to 

the confidentiality classification of such data. 

 

15. By choosing to participate in the MCS Regional Information Management Facility, Data 

Owners agree to share their data. Further, Data Owners can selectively authorise access to and use 

of the data they own. This can be reflected in two ways. Owners may: 

 

• authorise certain data types but not other data types 

• give authorisation for access to certain Data Users but not to other users 

 

16. Data access authorisation, once specified by a Data Owner, is on an on-going basis; however, 

Data Owners can at any time revoke authorisation for a particular data type or a particular user. 

 

17. Authorised Data Users will only use data for ‘legitimate purposes’. The overall general 

purpose for the use of data held within the MCS RIMF is to support various MCS activities. The 

provisional list of specific activities (‘data use purposes’) is provided in Table 2 (Annex I). 

 

18. Data Users can not disseminate information they are authorised to access to another party 

unless such party is also an authorised user of the same data. 

 

4. Specific Rules and Implementation Procedures 

 

19. Data Owners will specify the details of how they authorise the access to their data using the 

MCS RIMF Data Access Authorisation Form (DAA Form - Annex II). The same form is to be used if a 

Data Owner wishes to alter or revoke authorisation. 

 

20. The DAA Form is only required for data whose confidentiality classification is ‘high’. Data 

Types with classification ‘medium’ are agreed by Data Owners to be made available to all Data Users, 

subject to Confidentiality Agreement (see below). 

 



24. The MCS RIMF will have a mechanism of recording all authorised Data User representatives, 

including person’s name, affiliation and contact information. The MCS RIMF will ensure that the 

details are kept up to date. This mechanism will also allow the list of recorded representatives to be 

easily reviewed by any Data Owner. 

 

25. The MCS RIMF will include a mechanism for recording which data types have been provided 

by which Data Owners and will allow both Data Users and Data Owners to review the statistical 

information on the content of the MCS RIMF data repository. This will enhance transparency and 

further encourage timely and complete provision of data. 

 

5. Basic Principles of Data Security 

 

26. Security of data is enforced by applying security policy and standards, the details of which 

will be defined and included in an MCS RIMF ‘Information Security Policy’ document (ISP) as part of 

establishing the MCS RIMF. Such document will be based on internationally-accepted best practices 

for data and information security management (such as the ISO17799 standards and code of practice 

for information technology security management). 

 

27. The security controls implemented by the MCS Regional Information Management Facility 

will reflect the confidentiality classification given to each Data Type. 

 

28. The authorised representatives of Data Users are responsible for ensuring the confidentiality 

and security of the Non-Public Domain data according to its confidentiality classification and in a 

manner consistent with the MCS RIMF ISP. 

 

29. The data held within the MCS RIMF is made available to authorised Data User 

representatives through a secure login procedure for accessing the MCS RIMF systems and 

databases, as defined in the MCS RIMF ISP. 

 

30. The data held within the MCS RIMF is protected from the loss and physical destruction by 

applying appropriate measures, as defined in the MCS RIMF ISP. 

 

31. The MCS RIMF shall include a mechanism to log and report all access of Non-Public Domain 

data held within the MCS RIMF. The log will include, amongst other things: 

 

• the unique user name of the Data User representative accessing the data 

• the type of data being accessed 

• the purpose(s) for which accessed data is to be used 

• date and time of access 

 



ANNEX I 

 

Table 1: Provisional List of RIMF Data Types and Confidentiality Classification 

 

Data Type Confidentiality 

Classification 

Annotations 

WCPFC Record of Fishing Vessels Low Covers vessels fishing in the WCPFC 

Convention area outside of waters under 

their national jurisdiction. 

FFA Regional Register of Fishing Vessels Low  

Vessel Fishing Licences Low Licences issued to vessels fishing in the EEZ 

of another country. No financial information 

is included. 

VMS Vessel position, direction and speed – 

current 

High  

VMS Vessel position, direction and speed – 

historical 

Medium  

Vessel/Master Compliance History High Records of possible violations as detected at 

operational level or by data analysis. 

Vessel/Master Compliance Index High Compiled by analysis of compliance history 

records. 

Vessel Inspection Reports (at sea and in port) Medium  

Certified Observer Personnel Medium  

Certified Inspection Personnel Medium  

Vessel Masters Low  

Vessel Owners/Operators Low  

Vessel Agents (in country) Low  

Violations and Prosecutions (pending) High Details of individual violations pending 

investigation and/or prosecution. 

Violations and Prosecutions (closed cases) Medium Details of individual violations where case is 

closed. 

Sightings Medium From various sources (observers, aircraft 

surveillance, sea patrols, public sightings). 

Surveillance mission reports High  

Details of RIMF Data Users Medium  

Codes and data standards Low  

Statistical summaries of the provision of data to 

the RIMF data repository 

Low  

 

Table 2: Provisional List of legitimate purposes for accessing and using MCS RIMF data 

 

Purpose Annotations 

At port and at sea vessel inspection Background info on vessel available to Inspectors. 



ANNEX II 

 

MCS RIMF DAA Form: Data Access Authorization 

 

Data authorised by the Data Owner shall only be accessed and used in accordance with the ‘Rules 

and Procedures for the protection, access to and use of Data and Information held within the MCS 

RIMF’.  

 

Data Owner 

Name (Organisation / Institution) From Country 

  

 

Data User 

Name (Organisation / Institution) From Country 

  

 

 

The Data Owner agree to provide to the Data User access to the following Data Types with 

confidentiality classification of ‘High’, as indicated by the word YES in the column provided. 

 

Data Type Access to Data User Granted 

(YES/NO)? 

VMS Vessel position, direction and speed  

Violations and Prosecutions  

  

 



MCS RIMF DCA Form: Confidentiality Agreement for the Access to and Use of Data and Information 

held within the MCS Regional Information Management Facility 

 

Data User 

Name (Organisation / Institution / Surveillance Operation) From Country (or ‘multi-country’) 

  

 

 

Representatives to be authorised 

Full name Contact Details Signature and Date 

   

   

   

 

 

I/we agree to the following: 

 
• That the data shall be used only for the purpose for which the data are being requested and 

be accessed only by the individuals listed as Data User’s representatives listed on this DCA 

Form; 

• To make no unauthorised copies of the data requested; 

• To destroy the data being provided, including any authorised copies made, upon completion 

of the usage for which the data are being requested if directed so by the Data Owner; 

• To abide by the MCS Regional Information Management Facility’s data security standards as 

specified in the MCS Regional Information Management Facility’s Information Security Policy 

and the Rules and Procedures for the protection, access to, and use of Data and Information 

held within the MCS Regional Information Management Facility; 

• That prior to the publication, outside the community of authorised Data Users, of any report 

that includes data and information provided, the report shall be provided to, and cleared by, 

the Manager of the MCS Regional Information Management Facility or a particular body as 

established by the MCS Working group; 

• Data User’s representatives listed on this DCA Form will not disclose, divulge, or transfer, 

either directly or indirectly to any third party, the data provided to them by the MCS Regional 

Information Management Facility; 

• Data User’s representatives listed on this DCA Form shall promptly notify the Manager of the 

MCS Regional Information Management Facility, in writing, of any unauthorised, negligent or 

inadvertent disclosure of the data provided to them by the MCS Regional Information 

Management Facility; 

• Data User’s representatives listed on this DCA Form assume all liability, if any, in respect of a 

breach of this Confidentiality Agreement, once the data requested is released to a 



4.6 Project 3 Questionnaire 

FFA MCS Questionnaire – Project 3 

Country: 

Organisation: 

ICT Contact(s): 

ICT Contact email(s): 

 

Section 1: Human Resource Capacity (ICT) 
This section is aimed at getting an understanding of the current level of ICT capacity of MCS staff and 

also on the level of ICT support available (ICT = Information and Communications Technology). 

 

Q1. How many staff do you have working in each of the following MCS activities? Also, what 

percentage of time (of all MCS staff) is dedicated to each activity and how many computers are 

available for each activity (write N/A if your organisation is not involved in a particular activity). 

MCS Activity # of Staff (*) % Time Spent # of Computers (*) 

Licensing/Registration    

VMS    

Observer    

Catch and Effort (Logbook)    

Port Inspections    

Prosecutions    

At Sea Patrols    

Aerial /Satellite Surveillance    

MCS Coordination    

Totals:  100 %  

(*) Note that the total number of staff and total number of computers is not necessarily the simple 

sum of individual numbers since people and computers may be shared between activities. 

Comments: 
 

 

 

 

Q2. Overall, in your opinion, how capable MCS users are in their use of ICT within each of the 

following MCS activities? 

MCS Activity Capability   



Q3. What are the training resources available to MCS users to support their use of ICT and how 

effective each resource is (on the scale of 1-5, where 5 is the top of the scale, i.e. ‘most effective’ and 

1 is the low end of the scale)? 

Resource Available √ How effective ? (1-5) 

Manuals/Online Help   

Online Courses (Internet/CDs)   

ICT staff   

Regional Organisation(s)   

Comments: 

 

 

 

Q4. Using numbers 1 – 4 rank the main constraints for MCS staff in their use of ICT in your 

organisation (the most significant constraint should be marked with 1 and the least significant with 

4). 

Constraint Rank 

Lack of manpower  

Lack of training  

Lack of management support  

Lack of hardware  

Comments: 
 

 

 

Q5. What is the level of ICT technical support available for maintaining and troubleshooting 

computer and communication issues within your organisation? 
 

Helpdesk available 24x7  Individual sometimes around 

     

What are the main issues: 

 

 

 

 

Q6. How effective is the ICT support provided locally in terms of how well are they able to resolve 

issues when they arise? 
 

Always Sometimes Never 

     



This section first identifies internal MCS databases managed in your organisation. This is followed by 

looking at which data is sent to you electronically (on disk, via email or via ftp) for your own internal 

use (this does not include data that you browse using the internet or remote desktop as that is 

hosted elsewhere). Finally, we look at which data you send electronically to other agencies and 

organisations. 

 

Q8. For each MCS activity indicate if you have a database for that activity that you manage and 

maintain internally and provide the names of the application system(s) used to manage the 

database. Also, using numbers 1 – 5, assess how useful the data is in terms of: completeness (does 

database have all the data required), timeliness (is data available in timely manner) and quality (is 

data accurate and valid). 

Use numbers as follows:  1-Poor; 2-Limited; 3-Reasonable; 4-Good; 5-Excellent 

 

Assess the following (1 – 5): 

MCS Activity Database 

(Y/N) 

Application System 

Name(s) 

Data 

Complete 

Data 

Timely 

Data 

Quality 

Licensing/Registration      

VMS      

Observer      

Catch and Effort (Logbook)      

Port Inspections      

Violations and Prosecutions      

At Sea Patrols      

Aerial/Satellite Surveillance      

MCS Coordination      

Comments: 
 

 

 

 

Q9. External sources of MCS data: For each MCS activity below and each external data source listed, 

write YES or NO to specify whether you receive data electronically (on disk, by email, via ftp) from 

that source. 

External Data Source 

MCS Activity Other national 

agencies 

FFA WCPFC SPC Any other source 

(write name(s) in 

the box): 

Licensing/Registration      

VMS      



 

Q10. What are the main issues affecting how you obtain data electronically? 

 

 

 

 

Q11. What are the main issues affecting how you use data obtained electronically? 
 

 

 

 

Q12. External recipients of MCS data: For each MCS activity below and each external agency 

(organisation) listed, write YES or NO to specify whether you send data electronically (on disk, by 

email, via ftp) to that agency. 

 

External Recipient of Data 

MCS Activity Other national 

agencies 

FFA WCPFC SPC Any other 

recipient (write 

name in the box): 

Licensing/Registration      

VMS      

Observer      

Catch and Effort (Logbook)      

Port Inspections      

Violations and Prosecutions      

At Sea Patrols      

Aerial/Satellite Surveillance      

MCS Coordination      

Comments: 

 

 

 

 

Q12. What is the speed and reliability of the internet in your organisation (a good measure for speed 

is to use the online tool http://www.speedtest.net/) 

 

 

 

 

Q13. Do you use Google Gmail or any another online hosted applications? If not, what is your main 



Section 3: Applications/Tools 
This section is used to gauge the applicability and effectiveness of the currently known MCS 

Applications (systems) and Tools. 

 

Q16. How often do you use the following systems/tools? (use empty lines to specify the names of 

any other systems or tools that you use but are not listed). 

System Frequency of Use (*) 

VMS  

GIS (MapInfo/ArcView)  

TUFMAN  

E-OPS  

FFA Regional Register  

  

  

  

  

(*) Use the following numbers: 1-daily; 2-weekly; 3-monthly; 4-few times per year; 5-rarely 

 

 

Q17. Identify the main constraint (problem, issue) affecting how you use a particular system. 

System Constraint 

VMS  

GIS (MapInfo/ArcView)  

TUFMAN  

E-OPS  

FFA Regional Register  

  

  

  



Section 4: Security Issues 
This section aims to gather an understanding of the biggest issues and concerns with data security 

and how your organisation deals with them. 

 

Q19. Do you have a written data security policy (obtain copy)? 

 

 

 

 

Q20. What measures do you have in place to safeguard your data from data loss? 

 

 

 

 

Q21. What measures do you have in place to safeguard your data from unauthorised access? 

 

 

 

 

 

 

 

Any other comments relevant to the use of ICT for MCS activities in your organisation: 

 


